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Abstract

NEBLO is a library and runtime system based on

a structured overlay network. The API presented by

NEBLO offers simple primitives and powerful mech-

anisms for programming generic peer-to-peer applica-

tions, in a way that is independent from the underlying

overlay.

The primitives allow the peers to exchange messages

with one another in two different patterns, namely, uni-

directional and request-response; the latter takes place

in a split-phase non-blocking way, so that the applica-

tion can be made latency-tolerant and thus more per-

forming.

The semantics of messages is not defined by NEBLO

itself. Rather, a mechanism is offered to the applica-

tion programmer so as to allow him to write and set

up application-level handlers, which are to run upon

message arrivals at each peer. The overall behaviour of

the application is thus shaped by the handlers, as they

define the actions to be carried out when a message ar-

rives to its recipient or passes through an intermediate

peer.

The API also allows to define application-level han-

dlers for other two typical tasks of any dynamic peer-

to-peer system, namely, the migration of overlay ad-

dresses across peers after new peer arrivals, and the

regeneration of missing overlay addresses after peer de-

partures.1
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1This research is supported by the Italian FIRB project Web-
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1. Introduction and motivation

Overlay networks, both structured [23, 32, 12, 30,
19, 27, 21, 35] and unstructured [8, 3], have been
receiving a lot of attention by the research commu-
nity as flexible and scalable low-level infrastructures
for distributed applications of many kind. They have
also been proposed as general networking infrastruc-
tures [15, 31, 18, 17], because of their potential abil-
ity to decouple network addresses from physical place-
ments of cooperating hosts, an important feature for
privacy and mobility.

Structured overlays are receiving far more attention
lately, because of performance guarantees they can in
principle provide thanks to their regular topologies. On
the other hand, unstructured overlays were the foun-
dations of the first large-scale peer to peer (p2p) appli-
cations to be deployed to a vast community of users,
with an astounding success that shedded light over the
immense potential of the p2p paradigm.

It is because of the success of p2p applications, that
one could expect a corresponding effort towards the
definition of mechanisms, abstractions, tools, and in-
frastructures supporting the design and implementa-
tion of p2p systems. However, it seems that such an
effort has mostly been devoted to the design and valida-
tion of impressively many variants of the most popular
among the low level infrastructures for p2p, namely,
structured overlays. In addition to inventing more and
more overlay networks, a significant effort has been
put on porting to existing overlays a lot of classical
distributed applications: network storage [16, 11, 28],
naming [9], content publication [14, 8, 4, 26, 34, 29],
multicast [24, 5], and communication security [22].



This allowed to validate beyond any doubt the gen-
erality and flexibility of overlay systems as low level
distributed infrastructures.

In our opinion, it is now time for a deeper under-
standing of which primitives and mechanisms are bet-
ter provided by the low level infrastructure in order to
ease the development of distributed applications lay-
ered onto them. This indeed is the main motivation of
the work presented hereafter.

2. Basic terminology

To focus our ideas, let us consider a structured ring-
shaped overlay. Each peer has a successor in the topol-
ogy. By no means is this the only possible choice; it
just simplifies the exposition of our ideas, with no loss
of generality.

The overlay address space is the set of 2k binary
words of k bits, ordered as a circle modulo 2k. This
space is mapped onto the ring of peers in consecutive
chunks or address ranges. If peer P owns the address
range 〈Al, Au〉, and peer Q is the successor of P , then
all addresses of Q are greater than Au (modulo 2k).

3. Overlay events and application actions

.

3.1. Messages: send, forward, and receive

The mission of an overlay is to accomplish the ex-
change of messages among and throughout partici-
pant entities. A message directed towards the over-
lay address A is hopefully routed towards its recipient,
namely, the peer whose address range contains A. The
route traverses a number of intermediate peers, start-
ing from the sender. Each peer on the path must take
a routing decision based on local information, and ac-
cording to such decision it forwards the message to an-
other peer. The routing algorithm is said to converge
if the message eventually reaches the recipient except
in case of “accidents” (both the peers and the network
links have a non-null failure probability).

A message hitting its recipient is expected to convey
useful information in order for the recipient to accom-
plish some actions. Such actions are application depen-
dent; for instance, in a distributed storage the action
might be to store the payload of the arrived message in
the local repository, thus giving the message the mean-
ing of a write request on the provided data block.

However, a message might also be expected to trig-
ger application-dependent actions on the intermediate

peers, called the forwarders, which it passes through
during its trip. An example is proximity caching of
blocks in a distributed storage, but more examples can
come to mind when considering group communication.

3.2. Unidirectional and request-response messaging
patterns

Until now we have been talking about messages as
individual pieces of information sent to some recipient,
to trigger remote actions once there as well as along
the trip. This simple model corresponds to what we
call unidirectional messaging, in that the sender does
not expect anything back as a result of having sent a
message out. Instant messaging follows such a com-
munication pattern; it is up to the recipient to decide
whether to respond or not, and to do so the identity of
the sender must emerge to the application level, where
the answer can possibly be created and sent.

However, there are numerous cases in which a peer
expects a return answer as a response to a previously
sent message; the read operation in a distributed stor-
age and the lookup operation in a DNS are two notable
such cases.

It could be argued that a request-response commu-
nication pattern could just be implemented with unidi-
rectional messaging, provided that the sender identity
is sent along with the message and emerges at the re-
cipient side, where the application layer may take the
responsibility of sending a response back after having
created it. However this is not a general solution: pro-
viding the overlay address of senders along with their
messages is unwise whenever anonymity or censorship-
resistance are main concerns of a distributed applica-
tion.

Thus, the general solution can only be another prim-
itive of the overlay system in the form of a specific
request-response messaging feature, in addition to the
unidirectional one. The runtime system of the overlay
must take care of correctly returning responses back
to the initiator peer, by somehow managing the return
paths. One possibility is that each forwarder keeps an
internal state for the in-flight requests; another, more
appealing option is to keep the return path inside the
messages themselves, perhaps using “onions” [25].

To tolerate the latency incurred by the response, the
request-response primitive should have a split-phase,
non-blocking architecture: sending a request and wait-
ing/testing for the corresponding response should be
distinct operations, in between which the application
should be able to accomplish other useful tasks, includ-
ing other communications. In many cases, accomplish-
ing request-response cycles in a split-phase fashion pays



a lot in terms of performance. For instance, reading a
file from a distributed storage could be done in a faster
way by initiating a bunch of block read operations in
sequence, without waiting for the completion of any
of them. At the end, the total latency for the bunch
is just the maximum latency of the individual blocks,
rather than the sum of all latencies.

From the programming point of view, the logical link
between the initiation of a request-response cycle and
its corresponding waiting operation might be denoted
by an opaque object called a “handle”, returned as the
result of the former operation and passed as parameter
to the latter. This is the approach followed by MPI [1],
for instance.

3.3. Different meanings for different messages

The scenario outlined so far, in which a message
is to trigger an application-specific behaviour at each
traversed peer and another behaviour at the final re-
cipient, is overly simplified. Practical distributed ap-
plications are coalitions of cooperating distributed ser-
vices; for instance, surfing the Internet usually requires
DNS lookups for address resolution plus HTTP com-
munications for the actual access to web pages. In
the end, all these services rely on network messages;
however, these messages have different formats, differ-
ent meanings, and demand different treatments on the
hosts they happen to reach. It is for this reason, that
each host running the IP protocol is given the possi-
bility of listening to a number of Internet ports rather
than only one, and attach a possibly different daemon
to each enabled port.

The concept of communication port actually adds
nothing to the network semantics: everything could be
done by using a single port, provided that messages
come along with a tag, and the listening daemon is
able to read the tags and take different actions depend-
ing upon these. Nevetheless, the greater abstraction
level provided by ports, as opposed to message tags,
provides an unquestionable degree of flexibility to the
programmer of distributed applications: with separate
ports, the various distributed services cooperating to
the same application can be made more independent
of one another.

3.4. Departures and arrivals: the dynamics of over-
lay addresses

In the ideal scenario in which the mapping of over-
lay addresses onto peers is complete, that is, no “holes”
left between each peer and its successor, a message can
always be routed towards its destination, at worse by

traversing the successor chain starting from the sender.
In a realistic scenario, however, a faulty or disconnected
peer could break the successor chain and also create a
“hole”, a discontinuity in the address space. Rout-
ing towards backup locations and a suitable degree of
application-level redundancy are not enough: the sys-
tem must also quickly repair the successor chain and
regenerate the missing addresses, or redundancy would
eventually degrade.

The actual actions consequent to address regener-
ation depend upon the particular application on run.
For instance, a distributed storage might have to re-
build lost blocks of data previously associated to the
overlay addresses that have been lost after a peer de-
parture. In general, the application instance running
on a peer might have to rebuild a missing piece of its
own state, possibly by using redundant copies found on
other peers. Therefore, the application-level regenera-
tion actions require a cooperation among peers, rather
than taking place on just the peer who is attempting
to repair the ring. Additionally, the regeneration might
have to rely on some sort of redundancy of the appli-
cation state.

This raises an important issue concerning how to
manage redundancy of the application state. One pos-
sible approach is that the application takes care of re-
dundancy, by implementing own policies; in this case,
the cooperation among peers in case of regeneration
of lost overlay addresses must be entirely programmed
at application level. Another approach is that redun-
dancy is supported by the infrastructure, at least to
some extent; in such a case, the distributed task of
state regeneration might be simpler to program at ap-
plication level. Our opinion is that the latter approach
is more general and should therefore be preferred, pro-
vided that the redundancy mechanisms present in the
infrastructure could be bypassed by the application
programmer if he wishes so.

Another frequent event in an overlay is the subscrip-
tion by a new peer. When a newcomer joins the ring,
it must be assigned an address range so that the map-
ping of addresses to peers remains consistent with a
ring topology. This implies that some of the addresses
so far owned by another peer must migrate to the new-
comer. For performance reasons, the migration is done
on a chunk basis: the peer who happens to be adjacent
to the newcomer in the ring splits its own address range
in two parts, then yields one part to the newcomer. As
in the case of address regeneration, the actions to be
carried out in case of address migration is applications-
specific. For instance, a distributed storage might have
to move data blocks towards the newcomer.



4. Put it all together: a general-purpose

API

In this Section we propose a general-purpose API for
p2p programming which provides all the basic primi-
tives and mechanisms that have emerged after the anal-
ysis displayed in Section 3. These buiding blocks for
the application layer are:

• unidirectional messaging;

• request-response non-blocking messaging;

• communication ports, to support multiple dis-
tributed services on the same infrastructure;

• receiver handlers, to give semantics to messages
arriving at the recipient;

• forwarder handlers, to take actions at the interme-
diate peers along the path of a given message;

• migration handlers, to manage the migration of
overlay addresses when new peers join the system;

• regeneration handlers, to restore the system in-
tegrity after peer departures or failures.

• optional mechanism to support some form of re-
dundancy of the application state (Section 3.4)

The API shall be defined using a language-neutral
notation similar to the one of [13]. A parameter p

shall be denoted by →p if it is read-only and ↔p if it
is read-write.

4.1. Messaging

void UD send ( int →copies, int →port, over-
lay addr →A, message →M )

Send an unidirectional (UD) message M towards
overlay address A at the specified port. The message
is sent out in multiple copies, that the system will
transparently dispatch towards secondary recipients

(decided by the system itself) so as to provide a degree
of redundancy.

void REQ send ( int →copies, int →port, over-
lay addr →A, message ↔M, handle ↔H )

status RES wait ( handle →H )
status RES test ( handle →H )

Send out a request message M and wait/test for the
arrival of the corresponding response. The message is

sent towards overlay address A at the specified port

in multiple copies (for redundancy again). On return
from REQ send() the message M has been registered
with the system, which can reuse it to store the re-
sponse if and when arrives. A value for the handle
H is also provided, that can be used later with the
RES wait() and RES test() to wait/test for the re-
sponse arrival (or failure).

4.2. Receiver and forwarder handlers

typedef status ( int →P, overlay addr →A, message
↔M ) msghandler

This is the most generic type definition of a message
handler: a function taking as parameters all the rele-
vant information concerning the arrived message (the
destination port P and address A, and the message
M itself). The handler can change the message; this
is especially useful with request-response communica-
tions: at the recipient, the request is discarded and
replaced by its response, before the system forwards
it back to source. The handler returns a status value,
that can be used to tell the system to suppress this
message; this can be useful with forwarder handlers,
in case a given message should not be forwarded on.

void set receiver handler UD ( int →P, msghan-
dler →rec handler )

void set forwarder handler UD ( int →P, msghan-
dler →forw handler )

Routines invoked by the application at startup time,
to attach a handler to port P so as to manage unidi-
rectional (UD) messages for port P.

The runtime system of each peer, once detected a
message of unidirectional kind arrived at port P, eval-
uates whether the peer itself is recipient or not; in the
former case it runs rec handler, otherwise it runs the
forw handler.

In all cases it is the runtime system that also
passes the appropriate parameters (port, address, and
message) to the handler.

void set receiver handler REQ ( int →P, msghan-
dler →rec handler )

void set forwarder handler REQ ( int →P, ms-
ghandler →forw handler req )

void set forwarder handler RES ( int →P, ms-
ghandler →forw handler res )



Routines invoked by the application at startup time,
to attach a handler to port P so as to manage request-
response messages for port P.

The runtime system of each peer, once detected a
request message arrived at port P, evaluates whether
the peer itself is recipient or not; in the former
case it runs rec handler, otherwise it runs the
forw handler req.

However, if the detected message is a response to
a previously seen request, the runtime system runs
the forw handler res, unless the peer is the origi-
nator of the previously seen request, in what case the
message emerges to the application (see REQ send(),
RES wait(), and RES test() above).

In all cases it is the runtime system that also
passes the appropriate parameters (port, address, and
message) to the handler.

4.3. Migration and regeneration handlers

typedef status ( overlay addr →A, overlay addr →B )
manager

This is the type definition of a manager: a special
kind of handler that runs in case of regeneration of
lost overlay addresses (caused by peer departures)
or migration of overlay addresses from peer to peer
(due to peer arrivals). As with message handlers, the
managers are application-level functions that define
the behaviour of the application in the two events of
regeneration and migration of overlay addresses. The
relevant information in both cases is an address range
〈A,B〉, to be passed to the managers by the runtime
system upon their invocation.

void set regen handler ( manager →M )

void set migrat handler ( manager →M )

Routines invoked by the application at startup time,
to register a handler for, respectively, regeneration or
migration of an address range of the overlay.

It is not trivial to indicate a suitable way for the run-
time system to support the regeneration mechanism.
Following a common-sense intuition, one could think
that the regeneration handler should just run on a peer
attempting to repair an adjacent “hole” in the ring.
But, as pointed out in Section 3.4, the regeneration is
better represented as a distributed task involving more
peers, because of the need to find and use distributed
redundant copies of the application state under recon-

struction. Again in Section 3.4 we propose that the
infrastructure offers some support to redundancy. In
Section 4.1 we defined this support in terms of mul-
tiple optional copies of messages to be transparently
routed towards secondary recipient peers. In this sce-
nario, the application-level regeneration handler is also
to run on the secondary owners of the overlay addresses
under reconstruction, in that they might have copies
of the lost parts of the application state. This implies
that the runtime system, in case of address regenera-
tion, sends a suitable request to the potential secondary
owners of the missing addresses; this does not require
any additional mechanism, because the infrastructure
already “knows” how to route an arbitrary message to
secondary recipients.

The regeneration handler, run on a secondary owner
of a lost address, might use the communication routines
of Section 4.1 to send messages aimed at recreating the
lost state on the peer who is attempting to repair the
ring. To this end, it is sufficient that the messages
are directed towards the overlay addresses under re-
construction; the routing algorithm of the overlay will
implicitly route the messages to the peer who is repair-
ing the ring, because in doing so it has taken ownership
of those addresses.

Things are simpler for the migration handler. As
soon as the migrant address range has changed own-
ership from peer P to peer Q, the runtime system on
peer P should run the migration handler. The han-
dler might simply use the communication routines of
Section 4.1 to send messages aimed at recreating the
application state on Q. To this end, it is sufficient that
the messages are directed towards the migrated over-
lay addresses; the routing algorithm of the overlay will
implicitly route the messages to Q. The migration han-
dler could also clean up the migrated information after
it has been sent out.

4.4. Miscellaneous

void init ( void )

status subscribe ( void )

Routines invoked by the application at startup time,
to respectively initialize the runtime system and join
the overlay.

Typically, an application is expected to first
initialize the runtime system, then register all
of its handlers, and finally join the overlay so as to
begin distributed cooperation by exchanging messages.

boolean in range ( overlay addr →X, overlay addr



→A, overlay addr →B )

Auxiliary routine to probe the inclusion of a given over-
lay address X in the address range 〈A,B〉. Useful for
programming regeneration handlers, a typical task of
which is to pick up pieces of application state related
to an address range under reconstruction.

5. Related work

The work [13] is a notable effort to provide a general-
purpose API for distributed applications based on p2p
structured overlays. Our work was actually inspired to
that proposal, but we came up to the slightly different
API accounted in this paper because in our opinion
some useful features were missing and other ones were
of doubtful usefulness.

For instance, the API of [13] lacks primitives for the
request-response communication pattern. As pointed
out in Section 3.2, such primitives are mandatory for
anonymous and censorship-resistant infrastructures,
and generally pay in terms of performance because of
their non-blocking nature. That API also lacks mecha-
nisms to support application-level policies for peer sub-
scription (address migration) and departure (address
regeneration).

Another point of that proposal that we do not quite
agree upon, is the possibility for forwarder handlers to
alter the routing and even the destination address of a
passing-through message. Of course such a possibility
would yield a huge degree of flexibility to the applica-
tion programmer, but we feel that it would belong to
the famous ”90% features used by just 10% program-
mers”. On the other hand, it forces the API itself to
become heavier because of the need to refer to rout-
ing concepts (peer identities, successor lists, routing
hops, secondary recipients) to be presented as opaque
objects, and thus to be accompanied by a court of aux-
iliary functions. We feel it is better to leave the routing
inside the infrastructure, and offer a more agile API to
the programmer.

That said, we hope to have provided a meaningful
contribution to the explicit request for feedback made
by the authors of [13] in their interesting paper.

In [20], it is proposed an API for overlay program-
ming that closely resembles the Berkeley sockets. The
proposed interface is clearly simple and is founded on a
widely known communication paradigm. However, in
our opinion, after decades of socket programming we
deserve something more powerful, flexible and higher
level.

The mechanisms of message handlers are clearly
inspired to Active Messages [33, 10] and to Internet

ports/services in general.

6. Ongoing and future work

In the near future we plan to validate the proposed
API by porting a number of classical distributed appli-
cations to it. To this end we need a working prototype
of a runtime system presenting the API itself; this was
one of the reasons (not the most important though)
why we have recently implemented NEBLO.

6.1. NEBLO: a working prototype

NEBLO, a NEarly BLind Overlay, is a structured
overlay network organized as a ring with chordal fin-
gers [32], in which the use of imprecise finger lists,
whose size and extent are severely constrained, yields
a pretty good anonymity to information requestors as
well as providers [7].

In the current implementation, all communications
between couples of peers take place through TCP sock-
ets, and are cyphred by a session key, exchanged in a
pretty secure way (RSA) at the time of establishing the
connection.

A description of the system and protocol is out of
the scope of this paper; see [6] for more details.

On each running peer, a maintenance thread period-
ically probes liveness of the successor in the ring, so as
to repair the ring itself by regenerating missing overlay
addresses when a peer departure is detected. Another
thread periodically rebuilds the table of long-distance
routing (the fingers), so that also long-distance routing
is kept up to date as peers join and leave the ring.

Request-response communication is implemented by
having each request leaving a “track” on each peer tra-
versed along its route. The track stores a unique id.
for the request and a pointer to the peer which it came
from. This way, it is possible to route the response
back to the originator without disclosing the identity of
the originator itself: it is sufficient to follow the tracks
backward. The unique id. of the tracks changes at
each hop in the route. However we are considering us-
ing “onions” [25] as an alternative to tracks, because
with onions no state must be stored at intermediate
peers, thus yielding a better resilience against certain
flooding attacks.

NEBLO is presented to distributed applications in
the form of a runtime library. It is free software,
released under the GNU General Public Licence and
available for download at [2].
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