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t. Memory 
opies in messaging systems 
an be a major sour
eof performan
e degradation in 
luster 
omputing. In this paper we dis-
uss a system whi
h 
an o�oad a host CPU from most of the overhead of
opying data between distin
t regions in the host physi
al memory. Thesistem is implemented as a spe
ial-purpose Linux devi
e driver operat-ing a generi
, non-programmable Gigabit Ethernet adapter 
onne
ted toitself. Whenever the des
riptor-based DMA engines of the adapter are in-stru
ted to start a data 
ommuni
ation, the data are read from the hostmemory and written to the memory itself thanks to the loopba
k 
able;this is semanti
ally equivalent to a non-blo
king memory 
opy operationperformed by the two DMA engines. Suitable 
ompletion test/waitingroutines are also implemented, in order to provide traditional, blo
kingsemanti
s in a split-phase fashion. An implementation of MPI using thissystem in pla
e of traditional mem
py() 
alls on re
eive shows a signi�-
antly lower re
eive overhead.1 Introdu
tionLet us 
onsider those parallel appli
ations whi
h tend to ex
hange messages ofrelatively large size, due to intrinsi
 algorithmi
 features or 
oarse run-time par-allelism. Su
h appli
ations in
ur a performan
e penalty when using traditionalnetworking systems, in that they pay for the CPU-operated data movementsbetween di�erent regions of the host memory during data 
ommuni
ations. Thistranslates into ineÆ
ient use of the host CPU and 
a
he hierar
hy by all run-ning programs, in
luding user jobs and the Operating System (OS) itself. Theability of o�oading the host CPU from the memory 
opy operations involved by
ommuni
ations has long been re
ognized as a key ingredient for su
h parallelappli
ation to s
ale up.To o�oad the host CPU from some overhead we need additional hardwareor additional features into existing hardware.One possibility is to leverage an additional CPU for this. Assuming ea
h PCin the 
luster 
omes provided with two CPUs, one 
ould think that dedi
atingone su
h CPU to 
omputation and the other one to 
ommuni
ation might be agood idea, as this would entirely o�oad the former CPU from all of the 
om-muni
ation overhead. This however would not address the problem of a loweroverall utilization of the 
omputation resour
es available at the pro
essing node.



Another possibility is to use so-
alled zero-
opy 
ommuni
ation systems, inwhi
h the CPU-
onsuming phases of the 
ommuni
ation proto
ol like headerpro
essing, re
eive mat
hing, devi
e virtualization, and data movements, runon board of the Network Interfa
e Card (NIC) [6, 5, 8, 11, 7, 10℄ This solution isthus restri
ted to programmable network devi
es (Myrinet and some GigabitEthernet adapters).Zero-
opy systems based on programmable NICs 
an also pose some issues.For instan
e, if the CPU lo
ated on the NIC is signi�
antly slower 
ompared tothe host CPU, a wrong balan
e between NIC-operated and CPU-operated pro-to
ol phases may lead to an in
reased 
ommuni
ation delay [6℄. Message deliverymust be restri
ted to prefet
hed memory pages marked as unswappable, so asto let the NIC know their physi
al address before 
ommuni
ations take pla
e(like in [8, 10, 11℄, for instan
e). But a perhaps more serious drawba
k 
on
ernsthe eÆ
ient sta
king of higher-level messaging primitives atop a zero-
opy 
om-muni
ation layer. For instan
e, sta
king MPI atop the FM messaging system [4℄required modi�
ations and extensions of the set of FM routines: features likeup
alls and streamed send and re
eive had to be added in order for MPI totake more advantage of the zero-
opy features of FM. Basi
ally, the problem liesin the fa
t that sta
king higher-level 
ommuni
ation primitives usually impliesadditional headers on messages and an extension of the mat
hing algorithm onre
eive. If these extensions are not supported natively by the low-level, NIC-operated proto
ol, an intervention of the re
eiver CPU be
omes ne
essary beforethe message payload 
ould be delivered to any user-spa
e destination; as a result,the 
omputation-to-
ommuni
ation overlap, whi
h is the main goal of zero-
opysystems, be
omes harder to obtain.2 Demanding memory 
opies to a dedi
ated devi
e2.1 Performing memory 
opies through a self-
onne
ted NICA modern NIC 
ooperates with the host 
omputer using a data transfer mode
alled Des
riptor-based DMA (DBDMA). With the DBDMA mode, the NIC isable to autonomously set up and start DMA data transfers. To do so, the NICs
ans two pre-
omputed and stati
 
ir
ular lists 
alled rings, one for transmitand one for re
eive, both stored in host memory. Ea
h entry of a ring is 
alled aDMA des
riptor.A DMA des
riptor in the transmit ring 
ontains a pointer (a physi
al address)to a host memory region 
ontaining a fragment of an outgoing pa
ket; therefore,an entire pa
ket 
an be spe
i�ed by 
haining one or more send DMA des
riptors,a feature 
alled \gather".Similar to a des
riptor in the transmit ring, a DMA des
riptor in the re
eivering 
ontains a pointer (a physi
al address, again) to a host memory region wherean in
oming pa
ket 
ould be stored. The analogous of the \gather" feature ofthe transmit ring is here 
alled \s
atter": more des
riptors 
an be 
hained tospe
ify a sequen
e of distin
t memory areas, and an in
oming pa
ket 
ould bes
attered among them.



Now, let us 
onsider a DBDMA-based full-duplex NIC networked to itselfthrough a loopba
k wire (its output port 
onne
ted to its input port).Suppose the host CPU have to 
opy L bytes from sour
e address S to destina-tion addressD; suppose S be in kernel address spa
e and D be in a user spa
e, asit o

urs with a message re
eive in a 
ommuni
ation system implemented in theOS kernel. Virtual addresses S and D 
an be translated to physi
al addresses,say PS and PD; a kernel-spa
e address usually need not be translated at all,so the CPU overhead is just for one virtual to physi
al translation in this 
ase(namely, D into PD). At this point, the CPU 
an 
reate two DMA des
riptorsfor the NIC: one, in the transmit ring, points to address PS , and the other, inthe re
eive ring, points to address PD . Both des
riptors 
arry the same bu�ersize of L bytes. When the CPU 
ommands to start a transmission, the NICtransmits L bytes of memory at address PS to self, so re
eives them at addressPD . The data 
ow takes pla
e at the network wire speed (supposedly lower thanthe DMA speed). At the end of the operation, the memory 
ontent has 
hangedas if a mem
py(D,S,L) operation were issued, under the 
onstraint that the twoL byte sized memory regions PS and PD do not overlap.The above pro
edure 
an be 
learly extended to user-to-kernel as well askernel-to-kernel or user-to-user 
ases, the latter requiring one more address trans-lation.Ethernet NICs usually ex
hange data using a MAC proto
ol whi
h posessome requirements on data formatting, namely: data must be arranged intopa
kets whose maximum size, 
alled MTU, is �xed; and, ea
h pa
ket must beprepended by a header. These 
onstraints make things a bit more 
ompli
ated,but not too mu
h. Indeed, 
opy operations whose size ex
eeds the maximumMTU size supported by the NIC 
an be easily broken into MTU-sized 
hunks.And, in order to eliminate the need for MAC pa
ket headers, the NIC 
an beset up to operate in promis
uous mode so as the initial part of the pa
ket willnot be interpreted.A number of Gigabit Ethernet adapters support non-standard MTU sizes ofup to a few KBytes (to allow so 
alled \jumbo frames") for eÆ
ien
y reasons.Using one su
h NIC 
onne
ted to itself, long memory 
opies 
an be operated ona page-by-page basis, with only a marginal intervention by the host CPU.2.2 Split-phase memory 
opies, and noti�
ation of 
ompletionThe sequen
e of events des
ribed in Se
tion 2.1 gives rise to a 
opy of the 
ontentof a memory region to another, disjoint, memory region. In order for the eventsto take pla
e, however, the host CPU must �rst set up two DMA des
riptors,then 
ommand the NIC to start a transmission (to self). A
tually, this latteroperation only starts the memory 
opy. The operation will then pro
eed withoutany further involvement of the host CPU, but we need test/wait me
hanisms toeventually syn
hronize the CPU to the end of a given 
opy operation, so as toprevent in
orre
t a
tions (e.g., reading the 
opied data before the 
opy itself has�nished). This 
ould be done by using noti�
ation variables, that is, memorylo
ations whose stored value is to 
hange as soon as the operation is 
omplete.



Notifying 
ompletion of a 
opy operation by a
ting upon a noti�
ation vari-able 
an be done without the intervention of the host CPU. The gather/s
atterfeatures of the NIC 
an be exploited to this end. The idea is to extend the self-transmission tri
k by gathering together sour
e data and noti�
ation value, thens
attering them apart to destination bu�er and noti�
ation variable on re
eive.To this end, we simply need to arrange a 2-way DMA des
riptor in the transmitring and a 2-way DMA des
riptor in the re
eive ring, in pla
e of traditional,single-entry des
riptors.At the end of the self-transmission, the presen
e of the noti�
ation value intothe noti�
ation variable implies that the memory-to-memory 
opy is 
omplete,be
ause the noti�
ation value is delivered to memory after the a
tual data. Nointervention by the host CPU is needed to a

omplish su
h noti�
ation.As a major advantage, su
h a split-phase memory 
opy would allow the hostCPU to 
arry out useful work in between initiation and test/wait operations,this way overlapping the memory 
opy with other useful 
omputation at thepri
e of a initiation overhead.3 A working prototype: DAMNICKDAMNICK (DAta Moving through a NIC 
onne
ted in loopba
K) is a workingprototype of a system for demanding memory-to-memory 
opies to the DMAengines of an autonomous, self-
onne
ted Gigabit Ethernet adapter, lo
ated onthe host I/O bus. It is implemented as a modi�ed Linux devi
e driver for thesupported Gigabit Ethernet adapter. Currently, only the Alteon A
eNIC and itslower-
ost \
lones" (the 3COM 3
985 and the Netgear GA620) are supported.The driver disables all sour
es of IRQ in the NIC, as they are unneeded.The DAMNICK driver implements routines for initiating 
opy operations,a

ording to the ideas sket
hed in Se
tion 2.1. The driver also supports theNIC-operated noti�
ation of \end of 
opy" des
ribed in Se
tion 2.2. There areroutines for moving data from user spa
e to user spa
e of the same pro
ess,with or without noti�
ation of 
ompletion (resp. i
opy notif(), i
opy()).Routines to move data from kernel spa
e to user spa
e are provided as well(i
opy k2u notif(), i
opy k2u()). Testing/waiting for termination of initi-ated 
opy operations is done by the invoker by inspe
ting the 
urrent value ofthe given noti�
ation variable.These routines 
an be invoked dire
tly from OS kernel, in 
ase of internaluse; in addition, a trap address is set up to allow safe invo
ation of DAMNICKroutines from appli
ation level, through a small library of stubs.As pointed out in Se
tion 2.1, the NIC must be set to promis
uous mode inorder for DAMNICK to work. This is done at the time of opening the devi
ebefore use (using the if
onfig UNIX utility).3.1 Evaluation framework, performan
e metri
s, and testbedTo evaluate the performan
e advantages of DAMNICK in a realisti
 s
enario, wede
ided to integrate it into the re
eive part of a message-passing system running



on a 
luster of PCs. To this end, we de
ided to use the GAMMA messagingsystem [1℄, for whi
h an implementation of MPI is available [2℄.In the kernel-level re
eive thread of GAMMA, a traditional mem
py() opera-tion delivers re
eived message 
hunks from kernel bu�ers to appli
ation addressspa
e, followed by an \end of message" noti�
ation upon delivery of the last mes-sage 
hunk. The re
eiver CPU a

omplishes the \end of message" noti�
ationby in
rementing the value of a user-level variable.The mem
py() has been repla
ed by an invo
ation of i
opy k2u() in the
ase of intermediate 
hunks of a message. For the last 
hunk, the mem
py() andthe subsequent \end of message" noti�
ation have been repla
ed by a singleinvo
ation of i
opy k2u notif().Our expe
tation was to observe a de
isive de
rease of the re
eive overheadwhen using DAMNICK in pla
e of mem
py() on re
eive. Thus, next step has beento set up a proper ben
hmark written in MPI to evaluate the re
eive overheadat MPI level.The testbed of our performan
e evaluation is a pair of PCs networked to ea
hother by a dedi
ated, ba
k-to-ba
k Fast Ethernet 
onne
tion. Both PCs have asingle Athlon 800 MHz CPU, ASUS A7V motherboard (VIA KT133 
hipset, 32bit 33 MHz PCI bus, 133 MHz FSB), 256 MByte 133 MHz DRAM, and a 3COM3
905C Fast Ethernet adapter. Ea
h PC also mounts a Netgear GA620 GigabitEthernet adapter 
onne
ted to itself through a �ber-opti
s loopba
k 
able, alongwhi
h the DAMNICK self-
ommuni
ations take pla
e. The OS is GNU/Linux2.4.16 in
luding GAMMA and the DAMNICK devi
e driver.3.2 The ben
hmarkA de
isive de
rease in MPI re
eive overhead at appli
ation level would only behelpful in 
ase of overlap between useful 
omputation and message arrivals at agiven pro
essing node.A suitable ben
hmark 
ould be one in whi
h a pro
ess re
eives a stream oftasks, ea
h represented by a message, and has to 
arry out some 
omputationto 
onsume ea
h of them. Ideally the pro
ess of re
eiving tasks and 
onsumingthem should work like a pipeline, supposing that new tasks arrive at at leastthe same rate at whi
h they are 
onsumed. Clearly, overlapping 
omputation tomessage re
eives 
an be of great help in a situation like this, as it would allowto in
rease the servi
ing throughput of the pro
ess. We then developed a properMPI ben
hmark of this kind, for our performan
e evaluations.A �rst, \naive" version of the program 
ould be sket
hed as follows (re
eiverpro
ess only):



for (;;) {MPI_Re
v(task);do_
omputation(task);}Here, the use of blo
king re
eive allows limited overlap between 
omputationand 
ommuni
ation. A better solution 
ould be obtained with non-blo
king re-
eives, by unrolling the loop twi
e then s
heduling the a
tivities in a proper way:MPI_Ire
v(task1,handle1);for (;;) {MPI_Ire
v(task2,handle2);MPI_Wait(handle1); do_
omputation(task1);MPI_Ire
v(task1,handle1);MPI_Wait(handle2); do_
omputation(task2);}In this solution, a
tivities on task1 are data-independent from a
tivities ontask2, so they 
an o

ur in between initiation and termination of 
ommuni-
ation a
tivities 
on
erning task2, and vi
eversa. The s
heduling of a
tivitiesshown in the program leads to a good potential overlap between task re
eiveand task pro
essing, and even between di�erent phases of re
eive (of 
onse
utivetasks).However, the amount of e�e
tive overlap depends on the implementationof MPI in use. In the ideal 
ase in whi
h the whole implementation of MPIis operated by the NIC, the overlap takes pla
e and the CPU never blo
ks on
ommuni
ation 1. To the best of our knowledge, however, no fully NIC-operatedimplementation of MPI has been attempted so far. The best available MPI im-plementations are sta
ked atop lower-level, zero-
opy, NIC-operated messagingsystems, la
king signi�
ant parts of the MPI semanti
s, and espe
ially the mes-sage mat
hing (see [4, 9, 11, 2℄ for instan
e). In Se
tion 1 we already pointed outthat su
h ar
hite
ture requires an intervention of the host CPU to mat
h theMPI message envelope against MPI pending re
eives, and this must o

ur afterthe message arrival is dete
ted but before the payload 
an be delivered to its des-tination address. As a result, it be
omes diÆ
ult or impossible to a
hieve a goodoverlapping between 
ommuni
ation and 
omputation in spite of non-blo
kingre
eives and possibly zero-
opy implementation of MPI.With an MPI sta
ked atop a lower-level messaging system, the only wayto get a signi�
ant 
omputation-to-
ommuni
ation overlap is to extend MPIwith an additional, blo
king routine 
alled poll() whi
h waits for the low-level 
ommuni
ation layer to notify a new message arrival, then performs the1 This is true under the aforementioned hypotesis that new tasks arrive at at least thesame rate at whi
h they are 
onsumed. If this is not the 
ase, the pro
ess will blo
kon re
eive, waiting for in
oming tasks.



MPI message mat
hing and 
omputes destination address for the new message,and �nally asks the low-level 
ommuni
ation layer to deliver the payload todestination, without waiting for the delivery to 
omplete. Usually, these stepsare a

omplished within the MPI Wait() routine. Moving them away from theMPI Wait() to the poll() routine allows to split the blo
king re
eive semanti
sinto three phases rather than just two. That is, instead of a

omplishing messagere
eives by traditional split-phase pairs MPI Ire
v(); MPI Wait(), we ratheruse triples of the kind MPI Ire
v(); poll(); MPI Wait() and s
hedule the
omputation in the two slots between the three routines, whi
h 
orrespond tothe two separate time slots in whi
h the 
ommuni
ation-to-
omputation overlapis allowed to take pla
e.The \three-phases" splitting requires unrolling the ben
hmark loop threetimes rather than just twi
e. Our MPI ben
hmark thus sket
hes as follows:MPI_Ire
v(task1,handle1);MPI_Ire
v(task2,handle2);poll(); /* for task1 */for (;;) {MPI_Ire
v(task3,handle3);poll(); /* for task2 */MPI_Wait(handle1); do_
omputation(task1);MPI_Ire
v(task1,handle1);poll(); /* for task3 */MPI_Wait(handle2); do_
omputation(task2);MPI_Ire
v(task2,handle2);poll(); /* for task1 */MPI_Wait(handle3); do_
omputation(task3);} From the dis
ussion above, it turns out that traditional, established MPIappli
ation ben
hmarks like the NAS NPB, whi
h use standard split-phasesend/re
eives to overlap 
omputation to 
ommuni
ation, 
ould never dete
tthe potential 
omputation-to-
ommuni
ation overlap as provided by any MPIsta
ked atop a zero-
opy messaging layer. This is the only reason why we 
ouldnot provide any meaningful evaluation using established MPI appli
ation ben
h-marks.3.3 ResultsFigure 1 shows 
urves of MPI/GAMMA re
eive overhead as measured by theben
hmark dis
ussed before, as fun
tions of the message size. Two distin
s s
e-narios are reported about, namely, \hot 
a
he" and \
old 
a
he". In the \hot
a
he" 
ase, all bu�ers tou
hed during the re
eive operations are in 
a
he; thisis not the 
ase with the \
old 
a
he" s
enario.In all 
ases, the 
urves show the expe
ted linear dependen
e of re
eive over-head on the message size. Non-data-tou
hing re
eive overhead is reported as a



lower bound, to highlight the portion of overhead where DAMNICK is expe
tedto show its e�e
ts.The mem
py() operation is 
learly expe
ted to be faster in the \hot 
a
he"
ase 
ompared to the \
old 
a
he"; thus, it is no wonder that, when the messagingsystem uses a mem
py() to deliver data to �nal user-spa
e destinations, there
eive overhead is lower in the former 
ase 
ompared to the latter. It is nowonder as well, that the MPI/GAMMA re
eive overhead be
omes insensitiveto the 
a
hing state when i
opy k2u notif() is used in pla
e of mem
py() todeliver data to �nal destinations, as DAMNICK exploits DMA engines to movedata, and DMA works in the host RAM, not 
a
he.The signi�
ant results 
ome from 
omparing the MPI/GAMMA re
eive over-head, using mem
py() vs. using i
opy k2u notif(). A 
lear advantage of thelatter me
hanism over the former one is shown in the two pi
tures. With \hot
a
he", the use of DAMNICK redu
es the re
eive overhead by 31% with longmessages. The di�eren
e is even more evident with \
old 
a
he", with a de
reaseof 42%. If we are only 
on
erned with the data-tou
hing fra
tion of re
eive over-head, with DAMNICK this is redu
ed by 39% and 50%, respe
tively with \hot
a
he" and \
old 
a
he".
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Fig. 1. Comparison of MPI/GAMMA re
eive overhead, using mem
py() vs. usingi
opy k2u notif() to deliver data to �nal destinations.
4 Related workA problem whi
h poses similar 
hallenges to the ones addressed in this paperis that of intra-node 
ommuni
ation, that is, message ex
hanges between pro-
esses running on the same pro
essing node. In intra-node 
ommuni
ation, twopro
esses usually exploit a shared memory region to pass information to ea
h



other, at the 
ost of one memory 
opy performed by ea
h. One of the two mem-ory 
opies 
an be avoided in some 
ases, by running OS kernel privileged 
odewhi
h 
an dire
tly a

ess the virtual address spa
es of both pro
esses and thus
an 
opy data from sender to re
eiver dire
tly [3℄. However, as an alternative,the two partner might pass messages to ea
h other through the NIC, as theywere remote to ea
h other, provided that the inter
onne
tion swit
h be ableto route data to the same NIC whi
h originates them (loopba
k through �rstswit
h). Myrinet provides su
h a feature, whi
h was exploited for intra-node
ommuni
ation by the Myri
om GM 
ommuni
ation library. Poor performan
eof su
h network-assisted intra-node 
ommuni
ation is 
laimed in [3℄. We 
ouldnot 
arry out any experiments on Myrinet, but we suspe
t the poor performan
e
laims of [3℄ a
tually refer to end-to-end 
ommuni
ation delay, rather than CPUoverhead.5 Con
lusions and open pointsOur experiments demonstrate the pra
ti
al feasibility of a system whi
h is ableto o�oad a substantial fra
tion (up to 42%) of the total re
eive overhead of MPIfrom the host CPU to a separate devi
e. This is entirely based on 
heap, non-programmable 
ommodity 
omponents. By 
onne
ting a generi
 Gigabit Ether-net NIC ba
k to itself with a loopba
k 
able, and designing a suitable software todrive the NIC in a non-trivial way, it is possible to exploit the DMA 
apabilitiesof the NIC to perform memory-to-memory operations. This way, a larger fra
tionof host CPU time is delivered to user appli
ations and OS tasks, without lever-aging any 
ustom hardware devi
es (expensive, due to their narrow marketpla
esegment) or programmable devi
es (expensive, due to their high 
omplexity).In order for su
h a system to work properly, the memory pages involved inthe 
opy operation must be already loaded in RAM. Pages belonging to theOS kernel spa
e are usually marked as non-swappable. For user spa
e pages, itis the 
ommuni
ation system that should 
he
k for page presen
e and possiblyenfor
e page loading before use. This is already 
ommon pra
ti
e with zero-
opymessaging, and does not introdu
e any additional penalty 
ompared to 
lassi
alsystems, based on memory 
opies with page fault management.This system requires dedi
ating a Gigabit Ethernet NIC to memory 
opies;su
h a NIC 
ould not be used for anything else. Needless to say, in a 
luster ofPCs we would rather prefer to �nd suitable DMA devi
es on ea
h PC's moth-erboard, instead of adding a Gigabit Ethernet NIC to ea
h node. Indeed, mostmotherboards 
ome equipped with DMA devi
es for EIDE disk operation, butthese have no des
riptor queue; as a 
onsequen
e, the CPU will blo
k waitingfor 
ompletion of the 
urrent DMA operation before submitting a new one, whatmakes this devi
e unsuitable as an alternative to CPU-operated memory 
opies.The addition of a Gigabit Ethernet adapter to ea
h node in a 
luster 
ouldbe a questionable idea if the adapters were expensive. This is no longer the 
ase,however, espe
ially after the re
ent deployment of the Gigabit-over-
opper low-
ost te
hnology. Indeed, modern high-end motherboards often 
ome equipped



with on-board Gigabit Ethernet 
ontrollers, whose pri
e has be
ome marginal
ompared to the 
ost of the entire motherboard.Performan
e evaluation of DAMNICK as a support to MPI led us to a deeperunderstanding of the reason behind the relative insensitiveness of MPI parallelben
hmarks to the re
eive overhead. From the arguments in Se
tion 3.2, it followsthat the 
lassi
al split-phase approa
h to non-blo
king send/re
eive routines isinappropriate whenever MPI is implemented in software; su
h an ar
hite
ture
annot deliver a good 
omputation-to-
ommuni
ation overlap to user appli
a-tions on re
eive, regardless of it being zero-
opy or not, be
ause in this 
asethe \overlapping window" o�ered by a MPI Ire
v(); MPI Wait() pair is a
-tually made up of two separate parts. Running the entire MPI in �rmware ona programmable I/O devi
e would be a satisfa
tory answer, but has not beenattempted so far, probably due to ex
essive resour
e requirements.Demanding memory 
opies to an I/O devi
e for
es data to travel a
ross thePCI bus, whi
h might show a higher bit error rate 
ompared to the system bus.Extensive tests are to be 
arried out to investigate this aspe
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